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Registration

1. Upon receiving the Secure Email Certificate voucher from eSignTrust Registration Authority, user can
proceed to the following link to enroll the certificate:
https://securemail.corp.esigntrust.com/enG03/digitalidCenter.htm

Please enroll the certificate with Windows user account who has the administrator rights.

Enter the Personal Secure Email Certificate GO3 Enrollment Page, and select “Enroll”.
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Choose this option to enroll for a client Digital ID.

Choose this option to search for a Digital ID. This function is useful for determining

whether a Digital ID is valid, expired, or reveked. You may also download |Ds from this
option.

@ Cheose this option to revoke your Digital |D. Digital IDs sheuld be revoked immediately

for any suspected compromise, including lost or stolen private keys, corrupted key pairs,
change in site ownership, or suspected fraud
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2. Input the user’s information, the Passcode and Passcode ID on the voucher, and setup the Challenge
Phrase password, which can be used to revoke the Email Certificate. (The Challenge Phrase must not be

disclosed to others)
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(Example: Jack B.)

Last Name: *  [raquired) Last Name
(Example; Doe) JBEREVOKEDZOAPRZ01? 4—m———— |

E-mail Address: ®*  (raquired)
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Passcode:  (required) TESTGO3FIREFOX

PassCodelD: [reguired) 000001039

Country: (reguired)

(example — MO) il

Passcode on the voucher

+ Passcode ID on the voucher

Challenge Phrase

The Challenge Phrase is a unique phrase that protects you against unauthonzed action on your
Digital I, Do not share it with anyone. Do nof lose if. You will need it when you want to revoke or
renew your Digital 1D

Enter Challenge Phrase: (required)

Do not use any punctuation ssansese \
Challenge Phrase password for certificate

Optional: Choose Your Encryption Strength i
The encryplion strength indicated below is the maximum allowed by your browser software. Wae revocat|0n
recommend that you leave this as it is
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To confirm the email address registered on the certificate, click “OK”".
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Microzoft Intermet Explorer
9 Confiom vour e-mail address;
\_4:/ tammyvkuan@esigntrost com

It wour e-madl address is comect, click 0K If not, click CANCEL and
corect it in the enmollment form.

If the e-mail address i not correct, you will not be able to v your Digital ID.
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3. After confirming the email address, another message will be prompted to remind that the website is

requesting a new certificate on the user’s behalf, and asks the user to reconfirm.
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4. During certificate generation, it will be required to set the Security Level.
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5. Setting Security Level
A password will not be needed for Medium Level Security. However, with this level, any other person

who can access your computer can also have access to your certificate. Therefore Medium Level is not

recommended.
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A password will be required to setup to protect your certificate if High Level Security is chosen. User will

need to input the password every time when using the certificate.
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6. Select “OK” after the Security Level and Password have been set.
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7. Select “Yes” to confirm adding the certificate into the computer.
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8. Message will show up after successful generation of the certificate. The certificate will be stored in
the Windows Certificate Repository and ready to be used on Email software such as Microsoft Outlook.

| B Digital I Installation snd_ * '\-{- —— —_

T T . (= O
€D F @ hitpsjfecurmmad corpesigntrustcom/enG3 g - bin/haydn coe 0 o ||a s T e &+ & O
Fsignirust Digital ID Services
Congratulations!

Your Digital ID has been suco

9 ed and installed.
Your Digital ID Information.

Organization = Macao Post and Telecommunications Bureau
Grgamzational Unit = Parsonal Secure Email Certificatp-2oa.

Grganizational Unit = Terms of use at www.esigntrus| BE ﬁ
Common Name = TestEmailCertc03Firefox TOBE o

Emad Address = tammykuangbesigntrust.com l gi!l!?il!l HLFREEA  SRSRIRFIRTHETREE CARNSLnA =S
Senal Number = 3ccBb6be58fe3f0a930040d92b1f0c

Consult our Help Desk and Tutorials:

1. Go to the Help Desk to view our lwiorals and other useful information.
senvices
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Download Certificate
In order to download the certificate and use on other computers, please follow the instructions below:
1. Onthe Internet Explorer web browser, select “Tools” -> “Internet Options”.
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2. Go to the tab “Content”, then select “Certificates”.
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3. Select the required certificate.
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4. Select “View” to open the certificate, then choose “Details” to check the certificate information.
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5. To download/export the certificate, select “Copy to file”, then “Next”.
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6. Select “Yes, export the Private Key”, then “Next”.
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7. Select the following options then click “Next”.
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8. Setup a password for use when importing the certificate to the web browser, then click “Next”.
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9. Choose a location to store the downloaded certificate and create a filename for the certificate.
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10. Click “Next”.

ERExEE . ) |
BEL MRS
ST EE A
HMEEED:
CoT e 1 \Documenth TAMMY pfx HE=EER)..
|
|
|
| |
[
L
11. Click “Finish”.
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12. If the Security Level is previously set to High, please enter the security password and click “OK”.
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13. Successful message will be shown and the certificate (.pfx) file will be found at your defined location.
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Import Certificate into Computer
In order to use the certificate on other computers, please follow the instructions below:

1. Copy the downloaded certificate (.pfx) file to the destination computer, open it and click “Next”.
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Please enter the password previously set when exporting the certificate from the original computer,

and tick the Private Key Protection option, then click “Next”.
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. Choose the following option and click “Next”.
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4, Click “Finish”.

EHEEEARE

1E—T GERR] « ENEEAEEE -

IEEISE FRERETE:

FlplE R R ERENH E

PFX

fEELHE CMTserdC8 1 Deskiop TestEmad Cer

4 m k

[«<E—#FE| =& | [ HEE |

5. Set the Security Level
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6. If High Security Level is selected, a password will be required to setup.
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7. Click “OK”".
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8. Message dialog will be shown after successful import of certificate.
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