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Equipment Installation Guide For
Microsoft Windows and Internet Explorer Users

PART 1

1. How to download & run eSignTrust QES Pack Setup
Program from eSignTrust web site

1.1) Download eSignTrust QES Pack Setup Program from
eSignTrust Web Site
1. Itis necessary to install the drivers and certificates related to QES pack
before using the Qualified Certificate. You can download the
eSignTrust QES Pack Setup Program from eSignTrust web site -
www.esigntrust.com .

About eSignTrust | Contact Us 248 | PORT | ENG Search .

=@)signTrust

P2 CORREIOS DE MAGAU
& F 15 5 SEAVICOS DE CERTIFICAGAO

oo Electronic a0 Services o0 Repository weoSupportand eseoOnline
Certificates Download Services
rararn

LJdbLJLG

Product Comparison

Online Appointment Application Fo

=

Search Certificate

Press “Application
Download”

Application Download

n/supt_download htm /, 2018/10/19 eSignTrust Certification Services Suspension Notification
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2. Enter The Download page, please click the installation package
according your Windows system version.

About

gnTrust | Contact Us

f# | PORT | ENG Search .
g%)ﬁgnrrust

HPIBE CORREIOS DE MACAU
®F (2085 5 SERVICOS DE CERTIFICAGAO

oo Electronic &0 Services we0 Repository weoSupport and eeoOnline
Certificates Download Services
» Support and Download Home Page >  Support and Download > Download >
User Guid
ser e Download

Application Forms

Download Application Download

Qualified Electronic Signature Pack (v1.20)
Program including Smart Card Reader Driver, Smart Card Driver, Java JRE and 32 bit / 64 bit
[eSignTrust Root and CA Certificates

eSignTrust SafeBox Encryption/Decryption Tool (Windows XP Beta Version) Dowinload
leSignTrust eCrypto Encryption/Decryption Tool {Support Windows 7/8/10) Download
eMOTP Mobile App (Android version) Download

Smart Card Reader Driver Download

[acr30 Smart Card Reader 32 bit / 64 bit |

3. Click “Run” or “Save and Run”
B EMEARESNEATH

esigntrust.com &7 eSignTrustQES_v120Winx86.EXE (125 MB)?
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1.2) Installation of eSignTrust QES Pack Setup Program

1. After downloading the eSignTrust QES Pack Setup Program, please
double click the downloaded file for installing QES pack.

e

)
@@ﬂ « QES_  QESPa. v|c,|'| {%:—__:ti_?;_c':'é:-"(_’__;:' Vv1.20 For Win3.. P |

EEP HEE BENM IED =REW

gegE - | @Es =5 FEIZEs o - A @
o]
i

eSignTrustQES_

v120WinxB6.EX |
E

6/5/2016 9:58
- 122 MB

2. Once you double clicked the file, the Installation Wizard will be
shown and please press “Next” to continue.

% Welcome to the eSign TrustQES w1 20Win86 Setup

Program. This Program will install
eSionTrustQES v120Wireed6 on vour computer.

To avoid problems, please close all running Windows programs
before proceeding.

Please click Mext to continue or Cancel to abort the setup
program.
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3. The Installation Wizard will list the drivers and certificates that will
be installed by this Wizard, then press “Next” to continue.

Readme Information s I

% Readme Information:

1) Betup the SmartCard Reader Driver (ACR 30, ACE 380, ACR38CCID, ACR28, ACE?

2 Betup the Card Driver (Svs(rilln 5T, Gemalta);
3 Betup the Java JRE xB6;

4 Tinstall all the oot C4 and Intermediate T4 Certificates.

4. You can specify the destination directory or use default setting
as installation path and press “Next”.

Choose Destination Dir s I

Setup will install 2Sign TrustQES w1 20Wir86 in the following
directony.

To install to this directory, click Mext.

To install to a different directony, click Browse and select
another directony.

To abort the installation process click Cancel.

Destination Directony

C:\Program Files*e5ign Trust e Sign TrustQIE Browse

< Back
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5. If the directory does not exist, press “Yes” to create the directory.

Setup V2.50

i . W — =y .

| The specified directory does not exist. Do you want to create it ?

6. After specifying the destination directory, you can specify the
“Program Folders” or use default setting, then press “Next”.

Select Program Folde

Setup will add program icons to the Program Folder listed below.
fou may type a new folder name, or select one from the
Existing Folders list. Click Mext to continue.

Program Folders
|,;__,_- TrustQES v120WirB6

Existing Folders

Accessores

Administrative Tools

Apache Tomcat 7.0 Tomecat 7
Apache Tomcat 8.0 Tomcatd
eSign TrustQES _v120WirsG4
eSignTrustQES _v120Wire86
e5ign Trust Safe BouxInstall

< Back
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Equipment Installation Guide For
Microsoft Windows and Internet Explorer Users

7. Once chose the “Program Folders”, press “Next” to start the

installation.

Setup has enough information to start copying the program
files. f you want to review or change any settings, click Back.
If you are satisfied with the settings, click Mext to begin
copying files.

Cument Settings

Tanget directony:
C:MProgram Files“eSign Trust*eSign TrustQES™

The application will be installed
ony for this user.

Start Menu Folder:
eSign TrustQES_v120Wirec36

4

i
Copying (2 EEIE)

]

gelib dll

Unpacking
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Equipment Installation Guide For
Microsoft Windows and Internet Explorer Users

8. The following screen will be shown after successful installation.

IMacao Post eSignTrust Qualified Electronic Signature Pack Setu_—

g_g)SignTrust

4 8 CORREIOS DE MACAU
@165 5 SERVICOS DE CERTIFICAGAO

(4'§r-

1. Install Smart Card Reader Driver

2 B B

ACR38U

ACR30 ACR3BCCID

ACR30 |

ACR38CCID |

English - Help

? -
¢ Ny e
ACR38 AlHin-One USB ACR101 USB
ACR38 |

All-in-One USB | ACR101 USB |

2. Install Smart Card Driver

SysGlie!
SysGille CSP | PIN Manager
S Version: Win2000 / WIn2003 / WinxP

SysGillo CSP | PIN Manager |

3. Install JAVA 1.8 JRE (32 bit)

gemalto’ Q
Classic Client
08 Version: WinXP / Win Vista / Win7 /
Wing / Win10

Classic Client

Install

05 Version: Wink™ / Wi Vista / Win7 / Win8 / Win0

4. Install Macao Post Root & Intermediate CA Certificates

Install

0S Version: Wink™ / Win Vista / Win7 / Win8 / Wino

Finish

Marcan Pnet aSienTrust

Tal: (AS3) 2A33I N3IA 2 Faw: (AG3) ADGG BRIS
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Equipment Installation Guide For
Microsoft Windows and Internet Explorer Users

PART2

2. How to install Smart Card Reader Driver

2.1)

1.

Installation of Smart Card Reader Driver (ACR38)

It is necessary to install the driver of smart card reader before using the
Qualified Certificate. Please choose corresponding models that P/N
shown as the bottom of smart card reader. This driver is used for
accessing the Qualified Certificate inside the smart card provided by
eSignTrust.

Please press “Install Smart Card Reader Driver” and select “ACR38” in
the main screen of eSignTrust QES Pack Setup program showed as

below.

- S
Macao Post eSignTrust Qualified Electronic Signature Pack Setup - ‘ ‘ ‘

English hd Help

gaSignTrust

INFHE I CORREIOR OE MACAY | 1. Install Smart Card Reader Driver |
& F 1588 8 B SERVICOS DE CERTIFICAGAQ
9 >
2 B 9§ « & v
ACR30 ACR3BU  ACR38CCD ACR3EB  AlkimOne USB  ACR101 USB

ACR30 | T ACR38CCID ‘I ACR38 ‘ I AII—in-OneUSB| ACR101 USB ‘

2. Install Smart Card Driver

. SysGiio! - gemalto’ Q
_ SysGilo CSP | PIN Manager Classic Client
CS Version: Win2000 / Win20Q3 / WinxP> S Version: WinkP / Wi Vista / Win7 /
WS / Wirlo
SysGillo CSP ‘ PIN Manager | Classic Client

3. Install JAVA 1.8 JRE (32 bit)

Install

0S Version: WinXP / Win Vista / Win7 / Win8 / Win10

4. Install Macao Post Root & Intermediate CA Certificates

Install

08 Version: WinkP / Win Vista / Win7 / Win8 / Win10

Finish

Maran Dnet aSienTruet Tal* (ART 2ATT AT2A Fawx' (ART ADOO ER1R Email' anmiiru@asiontriiet ~am
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3. Installation Wizard will be popped up. You can press the “Next”

Equipment Installation Guide For
Microsoft Windows and Internet Explorer Users

button to start the installation.

‘_E Setup

T T ——

|

Chooze your language:
[;En alish v]

ok

#4 ACS Unified PC/SC Driver 4.0.0.7 ZEBT =L

€

E:fEHE ACS Unified PC/SC Driver
4.0.0.7 BEHE

SR T LR IR ACS Unified PC/SC Driver 4.0.0.7
ThiEZaETr e FRIAF, @ s ElEtefr ey - 3 [
T #EERETT ¢ 2iE HUH) g -

t—#E b0 i
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Equipment Installation Guide For
Microsoft Windows and Internet Explorer Users

4. A pop up message will be shown for confirming the driver installation
after you pressing the "Next" button in previous step.

-
4 ACS Unified PC/SC Driver 4.

HEHEE 3

T [T TEERHEERE  diE—T BEE] EFHERUE -

I SPE ACS Unified PC/SC Driver 4.0.0.7 2]: I
IC:\Frngram Files\Advanced Card Systems Ltd\ACS Unified PCSC Driver 4.0.0.7%

B (0)...
|
|

| t—#we |[[F-Zu| | &wA
4 ACS Unified PC/SC Driver 4.0.0.7 £EET = | —

#{3cd: ACS Unified PC/SC Driver 4.0.0.7

%) BITIRateEas - 15— T [E—F] TR FsSE M T3iEmE -

=T [
f—T [HUH] TTEERLLEE -

(e [ %%g | [ =8 |
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5. Once you pressed “Install” in previous pop up message, the Wizard will
start the installation.
48 ACS Unified PC/SC Driver 4.00.7 £2R% [ESEEE

EfrZF ¥ ACS Unified PC/SC Driver 4.0.0.7

ISR P EE 1T 2045 ACS Unified PC/SC Driver 4.0.0.7 * S5H{E -

AREE:

T
g
&
7
Y

6. Please connect your smart card reader to your PC now. Next,
“Found New Hardware” dialog box wil be popped up in the
notification area (at the right side of Windows toolbar). Please wait
until this dialog box disappeared and then press “OK”.

7. Finally, please press “Finish” to complete the installation of smart card

reader.
18 ACS Unified PC/SC Driver 40.07 TR [ESEEE )

@ 25 ACS Unified PC/SC Driver 4.0.0.7

' HENER
1#—T CER] IR TRERE - |
v
/o l \
: A\
- =
L—E) BiH

13/49



PART3

3. How to install Smart Card Driver

3.1) Installation of Pin Manager & SysGillo CSP Driver (for ST

Incard users, chips- Square shape, S/N less than ‘7703’,

Windows XP or below)

1. Atfterinstalling smart card reader driver, you need to install the SysGillo
CSP (SSCD) Driver for identifying and accessing the certificate in smart

card.

2. You can press “Install Smart Card Driver” and select “SysGillo” and
“PIN Manager” in main screen of eSignTrust QES Pack Setup Program

to start the installation of Pin Manager and SysGillo CSP Driver.

-
IMacao Post eSignTrust Qualified Electronic Signature Pack Setup ‘ ‘

English - Help

g%)SignTrust

P30 CORREIOS DE MACAU 1. Install Smart Card Reader Driver
& 16 8 8 5 SERVICOS DE CERTIFICAGA®
S - : ) g
< B 9 < L~ v
ACR30 ACR38U ACR3BCCID ACR38 AlFin-One US8 ACR101 UsB
ACR30 ‘ ACR38CCID | ACR38 | All-in-One USB | ACR101 USB ‘
[2. nstall Smart Card Driver
SysGilis! @TE“CI @
SysGillo CSP | PN Manager Classic Client
06 Version: Win2000 / WIr200S / Wik 05 Version: Wi / Win Vista [ W7 /
Wing / Wi
I SysGillo CSP |I I PIN Manager I Classic Client

3. Install JAVA 1.8 JRE (32 bit)

Install

OS Version: Win® / Win Vista / Win7 / Win8 / WinO

4. Install Macao Post Root & Intermediate CA Certificates

Install

08 Version: WinkP / Win Vista / Win7 J WinB / Win10

Finish

Macan Pnet aSienTrust Tal* (AS3) 2A33 O33A 2 Faw: (AG3) A299 5815 Email' anau com
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Equipment Installation Guide For
Microsoft Windows and Internet Explorer Users

3. The Installation Wizard will be shown after clicking “SysGillo”, please
press “Next” to start the installation.

InstallShield Wizard

X]

SysGillo CSP-PEKCSH#11 ver. 2.3.18

The InztallShieldR ‘wizard will inztall SysGillo
CSP-PRCSH11 on your computer. To continue, click MNest.

HSOM @) pJedews

Cancel

4. Please overview the license agreement, press “Yes” to continue the
installation if you agree the statement. Otherwise, please press “No”
to cancel the installation or press “Back” to return to previous step.

InstallShield Wizard 3

Licenze Agreement

Pleaze read the following license agreement carefully. Sussi [ [Gé’

Presz the PAGE DOWM key to zee the rest of the agreement.

Software License Agreement
Single Usze Licenze

[

PRODUCT: SysGillo C5P-PECSH11
PRODUCER: ST INCARD 5.1l

THE SOFTWARE iz protected under the international laws on copyright and intellectual
property,

THE SOFT'WARE iz licenzed and not zold to the uzer.

THE USER may install and use a personal copy of THE SOFTWARE on a single w

Do you accept all the terms of the preceding License Agreement? [ pou choose Mo, the
zetup will cloze. To inztall SysGillo CSP-PECSHT1, pou must accept thiz agreement.

< Back Tez Ho
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Equipment Installation Guide For
Microsoft Windows and Internet Explorer Users

5. The setup status of the driver was been shown as following:

Setup Status Z‘,
Sys@Gillo?

SysGillo CSP-PECSH11 Setup iz performing the requested operations.

|nztalling:
C: 4 M D 0SSy stem32hincrptaki2. dll

1002

6. Once the setup status was 100%, you can choose “No, do not import
now” to import your certificate later. Or, press “Yes, import now” to
import your certificate now (For installation of Qualified Certificate,
please refer to section 2 of part 5 for more details). Typically, please
choose “No, do not import now” and press “Finish” to complete the
installation.

InstallShield Wizard

Setup has finizhed instaling SysGillo CSP-PEKCSH#11
on your compuler.

I order to wze a Smart Card on this PC it iz necessary to impaort
itz certificates into the system certificate stare.

The import procedure must be followed for each new Smart
Card or when already imported cerificates have been
renewed,

To later execute thiz operation it iz possible to uge the deskiop
zhortcut named "'SpzGillaCS pSetup’’.

Do pou want o import certificates now?

HSOM @D pIedewls

Finizh i]
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Equipment Installation Guide For
Microsoft Windows and Internet Explorer Users

7. After completing the whole installation in SysGillo CSP, the Installation
Wizard will be shown after clicking “PIN Manager”, please press “Next”
to start the installation. The PIN Manger could change the PIN of smart
card by yourself, or view the content in smart card.

8. The Installation Wizard will be shown, please press “Next” to continue
the installation.

X

Welcome to the InstallShield Wizard for Pin
Manager

The InztallShieldR ‘wizard will inztall Pin bManager on pour
computer. To continue, click MNest.

Cancel

17/49
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9. Once you pressed “Next” in the previous step, the setup status will be

shown as the following.
Incard S 1.1 §|

Sys@illo/

Setup Status

Fin banager Setup iz performing the requested operations.

Inztalling:
W IMD WS Seystem 228 noardi anager. exe

I o

|mztallShield

10. Then, please press “Finish” to complete the installation of PIN
Manager.

InstallShield Wizard Complete

Setup haz finished inztalling Pin Manager on your computer.

18/49
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3.2) Installion of Gemalto Smart Card Driver (for

Gemalto card users: Chips- elliptical shape )

Mecan Pt STt G Tecrors S S |
English vI Help |
e, ,SlgnTrust
79852 CORREIOS DE MACAU 1. Install Smart Card Reader Driver
& 7 1508 B SERVIGOS DE CERTIFICAGAD
-] : s ab
= < J"’
ACR30 ACR3BU ACR3BCCID ACR38 AlirOne USB  ACR101 USB
ACR30 | ACR38CCID | ACR38 | All-in-One USB | ACR101 USB |
i .
Il 2. Install Smart Card Driver |
Syediiiels gemallo’ .
SysGile CSP | PIN Manager Classic Client
CS Version: Win2000 / WinZQ03 / WinxP CS Version: WinkP / Win Vista / Win7 [
Wing
SysGillo CSP | PIN Manager |

3. Install JAVA 1.8 JRE (32 bit)

Install

08 Version: WinxP / Win Vista / Win7 / Win8 / Win10

4. Install Macao Post Root & Intermediate CA Certificates

Install

08 Version: WinxP / Win Vista / WinZ / Win8 / Win10

Finish |

Manan Dnet aSionTruct Tal* (AR 2R NARA Fay: A7) APGA RIS Email* anmiiru@aciontriiet anm

1. The Gemalto Classic Client could change the PIN of smart card by
yourself, or view the content in smart card.

2. You can press “Install Smart Card Driver of Gemalto” and select
“Gemalto” in main screen of eSignTrust QES Pack Setup Program to
start the installation of Gemalto Driver.

i —
ﬁ Classic Client 6.2 - InstallShfel'zard ‘ m

Welcome to the Installshield Wizard for
Classic Client 6.2

The InstallShield(R) Wizard will install Classic Client 6.2 on your
computer, To continue, didk Next.

WARNIMG: This program is protected by copyright law and
international treaties.

<Back || Mext» | [ Caniel

— — ——
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3. Click “Next” to start the installation of Classic Client
rjé‘;.l Classic Client 6.2 - InstallShield Wizard - ﬁ

License Agreement gemalto

Please read the following license agreement carefully.

END USER LICENSE AGREEMENT -

IMPORTANT-READ CARFFULLY: This End-User License Agreement for
Gemalto software ("EULA™) is alegal and binding agreement between you and
the subsidiary or affiliate of Gemalto NV. ("Gemalto™) that distributed this
wversion of the Software (as defined below) under this EULA (“Gemalto™).
“You™ are a person or legal entity wishing to use the Software. This EULA
governs your use of all of the Software distributed or delivered hereunder.
“Boftware” means all computer software, associated media, any printed
materials and any accompanying “online” or electronic information provided
to vou hereunder. Bv downloading, installing, copying, breaking anv seal on,

@ I accept the terms in the license agreement:

(71 I do not accept the terms in the license agreement

-

Installshield

< Back ][ Mext = ] [ Cancel

4. Preparing the Destination Folder and click “Next*

-
j{{‘;‘ Classic Client 6.2 - InstallShield \Wizard ﬁ

Click Mext to install to this folder, or dick Change to install to a different folder.

Install Classic Client 6.2 to:

C:\Program Files\Gemalto\Classic Client),

InstallShield

< Barck ]| Mext = [ Cancel
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5. Click “Install”

ﬁ! Classic Client 6.2 - InstallShield \Wizard M

Ready to Install the Program @TEIID‘

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

You have Firefox 50.1.0 (x86 zh-TW) installed. Would you like to
register the Gemalto Cryptographic Security Module?

Yes, register the Gemalto Cryptographic Security Module

Installshield
< Back ]| Inztall g [ Cancel ]
N I
ﬁ! Classic Client 8.2 - InstallShield Wizard ==
: ; i
Installing Classic Client 6.2 gemalto
The program features you selected are being installed.
Please wait while the InstallShield Wizard installs Classic Client 6.2, This may
take several minutes.
Status:
Installshield
< Back Mext =
b I T3

21/49
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6. The installation completed, please click “Finish”.

ﬁl Classic Client 6.2 - InstallShield Wizard u

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Classic Client
6.2, Click Finish to exit the wizard.

< Back |E Firiish g | Cancel

7. After the installation, a warning message will be popped up and
you are asked to restart your OS, please select “No” to continue
to the next steps.

— — e — =
ﬁl Classic Client 6.2 Installsr Information @

You must restart your system for the configuration
changes made to Classic Client 6. 2 to take effect. Click
Yes to restart now or Mo if you plan to restart later,

— T — A
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PART

4. How to install Java 2 Runtime Environment 1.8

1.

Please press “Install Java 1.8 JRE” in main screen of eSignTrust QES

Pack Setup Program to start the installation of Java 2 Runtime

Environment.

IMacao Post eSignTrust Qualified Electronic Signature PackEp‘-

gﬁ)ﬁgnn‘ust

P98 CORREIOS DE MACAU
& 16 8 8 5 SERVICOS DE CERTIFICAGA®

Marcan Pnet aSienTrust

lm Help
1. Install Smart Card Reader Driver

2 B 9§ « & .-

ACR30 ACR38U ACR38 AlFin-One US8 ACR101 UsB
ACR30 | ACR380CID | ACR38 | All-in-One USB | ACR101 USB |
2. Install Smart Card Driver
SysGlis!” gemalto’ Q
SysGille CSP | PIN Manager Classic Client
08 Version: Win2000 / WIr200S / Wik 05 Version: Wi / Win Vista [ W7 /
Wing / Wi
SysGillo CSP | PIN Manager | Classic Client

()

. Install JAVA 1.8 JRE (32 bit)

05 Version: Wink™ / Wi Vista / Win7 / Win8 / Win0

. Install Macao Post Root & Intermediate CA Certificates

Install ‘

O Version: Wind™ / Win Vista / Wn7 / WinB / Win0

Finish

Tal: (AS3) 2A33I N3IA 2 Faw: (AG3) ADGG BRIS

Email* ane

cam
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After overviewing the license agreement, confirm “l accept the

terms in the license agreement” if you aggress the statement. Then
press “Install”.

-

lava 357E -BEIER

Eii{EH Java

Java SEBER T ERBEEFRUAENAR - REEERSTEIFREeL
BEXSEEEIEE  Java 3k BLERENEH E=p0EREE -

IE ERBEPFeWERAEAENR - 2 THE IERRMARBEE
SRIEEHER -

BE—T T&25&, INFRES SE S WiTAIERKES Java -

[ g#=smunEan [ OB | EE()>

b

3. The setup wizard will start the installation.

Java ZE-EE

B

L | o

IREE: 225 Java
[ ]

- 3Billion
Devices Run Java

&
=’]ava  #1 Development Platform m

—_—ee
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4. Press “Close” to complete the installation of Java 2 Runtime
Environment.

F ™

it — =
Java ST -TE . I e R ==

Vv BEERIIEE Java

EHBEEETAR lava EFRETE - E—E2REEFLESEFTNNY
=B EETR: -
ESNSEENEEER

E—T "HE. B RAEHEHERSLRE lava EEEREE -

25/49
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PART5

5. How to install eSignTrust Certificates

Before using the Qualified Certificate or Encipherment Certificate, it is required
to install the Root Certificate and the Intermediate Certificate of eSignTrust for
verifying your certificates first.

5.1) Installation of Root and Intermediate Certificate of
eSignTrust

1. Please press “Install Macao Post Root and Intermediate CA
Certificates” in main screen of eSignTrust QES Pack Setup Program to
install Root and Intermediate Certificates.

-
IMacao Post eSignTrust Qualified Electronic Signature Pack Setup - ‘ ‘ ‘-

English hd Help

g:'é)SignTrust

87380 CORREIOS DE MACAU 1. Install Smart Card Reader Driver
& F I8 8 B SERVICOS DE CERTIFICAGAD
e - - = =
& B 9 <« &g v
ACR30 ACR38U ACR3BCCID ACR38 AlfinOne USB  ACR101 USB

ACR30 ‘ ACR38CCID | ACR38 | AII-in-OneUSB| ACR101 USB ‘

2. Install Smart Card Driver

s
3 Sysiiis! - gemalto ,
T i i SysGillo CSP | PIN Manager Classic Client
08 Version: Wn2000 / Wi2003 / Win™ 08 Version: WinkP / Wi Vista / W7 /
& Wing / W0
SysGillo CSP | PIN Manager ‘ Classic Client

3. Install JAVA 1.8 JRE (32 bit)

Install

0S Version: WinkP / Win Vista / Win7 / WinS / WinO

4. Install Macao Post Root & Intermediate CA Certificates

Install

OS Version: WinG® / Wi VISta 7 Wiz 4 Wing / Wm0

Finish

Macan Pnat aSienTrust

(IR W |
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2. After starting the installation, Root and Intermediate CA Certificates
will be installed automatic. Once stored the certificate to the Root

Store, and then press “OK” to complete the installation of root and
intermediate certificates.

CA Certrficate ﬁ

Finished!

3. Now you have to restart your PC.
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5.2) Installation of Qualified & Encipherment Certificate (for

ST Incard users : Chips- Square shape)

1. You can install the certificate through SysGillo CSP program after
installing Root Certificate and Intermediate Certificate successfully.
Please double click the *“SysGillo CSP Setup” icon to start the
installation program.

2. After that, please follow the message below and insert your eSignTrust
Quallified Certificate Smart Card and press “Continue”.

4’ SysGillo CSP2 3

|mpart the certificates from the smartzard into
the Microsaft store.

3. Once you pressed “Continue”, you are required to input the PIN in
order to access the smart card information.

R =]

Fll N HHHHHN

Cancel
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4. After entering a correct PIN, the succeed message will be shown.
Please press “OK” to complete the installation of Qualified Certificate
and Encipherment Certificate.

The impart of 2 certificates was successul,
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PART6

6. User Guide

6.1) How to use Gemalto Classic Client (for Gemalto Card

Users: Chips- elliptical shape)

A leader in digital security

gemalto’
Www.gemaﬁ:ﬂ.ﬂﬂm to ba frea

sacunty 1o

Show this window at startup

Please right click the "Classic Client” icon on the tools bar and select
“Launch Toolbox”
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i) Changing the PIN of your smart card
1. Select “PIN Management” in “Card Administrations” tab, select
“Change PIN” and click “Next”.

Ciaein Chars gemalto” o
PIN Management 4, g ‘
Card Contents /
Cand Administration Select an installed smart card reader
2 1 ACS ACR3BUD
“g O Gemplus GemPC430 0
PIN Management
Select & bask you want to perform on
S GemP15-1
(®) Change PIM
Unblock PIM
—
'l
2. In the PIN Management, you are required to enter your Current PIN,
New PIN and Confirm New PIN, and then press “Change PIN”.
Classic Client gemalto’
+ 0 ©
PIN Management g
Card Contents g
e A ey ACS ACR38U0 0
kg PIM PIM Policy
FIN Ma-J;..g.ement |User A Must be at least 8 characters long v
Must be less than or equal to & characters long o
Current PIM:
Mew PIN:
Zonfirm Mew PIM:
Force user to change PIM
-
' -
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i) Viewing the content of smart card

1. Select “Certificates” in “Card Contents” tab, you can select the
certificates to show the certificate details.
Classigﬁﬂggtl gemalto” ©
wE )
+EARE 4
q EiE |
23
TE
5-3 ACS ACR33U ICC Reader 0
ﬂ E| Weng Sam Luzia KUAN's Macao Post ID
i -Sge RSA LRI 1024 bits
+REMH - & Weng Sam Luzia KUAN's Macao Post ID
S RSA P& 1024 bits
S RSA L 2048 bits
Weng Sam Luzia KUAN's Macao Post and Telecommu
S RSA S SHR 2048 bits
+ReER i 4 | R
BEEE BTSN | | |
I:a&ﬁféﬁ% B | l I
e RIS !

6.2) How to use PIN Manager (for ST Incard users: Chips-

Square shape)

Please double click the “Pin Manager” icon for changing PIN or viewing the
certificate content.

u?-'f

i) Changing the PIN of your smart card

1. Please choose “Change PIN” under the “PIN/PUK Management”
frame, and then press “Next”.
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% Incard Control Center @

SmartCard

Type: Incmpto3dy? CroptoSmartCard EALL+
Reader: ACS USE O

FIMPUE. Management Other Functions
f* Change FIM (* Show SmartCard contents

" Unlock PIM (" SmartCard Informations

Mest 3 Mest =

|nzard Control Center 12/5/2005 10:40 Ak

2. You are required to enter your old PIN, new PIN and confirmed new
PIN, and then press “OK”.

%" PIN Change

Qld PIM | k. |
Mew PIN Cancel
Repeat new PIN P

f* hdain PIM (™ Striang Signature PIM

3. After changing PIN successfully, the succeed message will be shown
and press “OK”.

IncardManager @

- } Cperation successfully completed
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i) Viewing the content of smart card

1. Please choose “Show SmartCard contents” under “Other functions”
frame, and press “Next”.

%" Incard Control Center [E

SmartCard

Type: [ncypto34w2 CryptoSmartCard EALS+
Reader: ACS USE 0O

PIM /PUE kM anagement Other Functions
{* LChange PIN f* Show SmartCard contents

" Unlock PIM i SmartCard Informations

et 5 et >

12/5/2005 10:40 AM

|hzard Control Center

2. The certificate stored in the smart card will be displayed as following
screen. You can double click the certificate to view the details.

4  Certificates f'>_<|

Subject |

E =enquiny@ezigntrust.com, CH=Enguiry . T=5uporte a Clientes, 0ID.2.5.4.5=000...
E =enquiny@ezigntrust.com, CH= Enguiry . T=5uporte a Clientes, 0I1D.2.5.4.5=000...

34/49



Equipment Installation Guide For
Microsoft Windows and Internet Explorer Users

3. After double clicked the selected certificate, the general information
will be listed as following.

Qualified Certificate

Certificate

Gzeneral |Details Certification Path

O.,-..-g::-.-

—:1 Certificate Information

This certificate is intended For the following purpose(s):

+1.3.6.1.4,1.15105.2.1.3.3
+ ill application policies

* Refer ko the certification authority's skatement For details.

Issued to:  Encuiry

Issued by: Macao Post eSignTrust Government Qualified
Certificate CA

valid from 12/2/2005 to 12/2/2008

Inskall CertiFicate...] [ Issuer Statement ]
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Encipherment Certificate

Certificate

General | Details | Certification Path |

O.,-..-g::-.-

—:1 Certificate Information

This certificate is intended For the following purpose(s):
+ all application policies

* Refer ko the certification authority's skatement For details.

Issued to:  Encuiry

Issued by: Macao Post eSignTrust Government Certification
Aukhoritsy

valid from 12/2/2005 to 12/2/2008

Inskall CertiFicate...] [ Issuer Statement ]
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6.3) Viewing the information of certificate

1. You can right click the “Internet Explorer” icon and then choose

“Properties”.

. . — e —— i
¢ SR ST B R RS S

o

(=3} & Sfwow.esigntrus... - @ & | BE.
& eSignTrust Certification ... % | | . 1| FIE®)

: ==
FERfesignTrust | BEEM 2507 (100%)

EEE0)

SHERFAD [FE] hERM
EETHMN)

SEMMT AR
Fl2EZAEIEDL

g‘aﬁgn]’mst

P 5 CORREIOS DE MACAL
5 12908 5 SERVICOS DE CERTIFICAGAD

. BEENERG)
" | HEEEREED
®e0 EF; -e
=FES | EesumEE
4 HEEEEERQ)
_I B Internet Explorer(4)

) X ERTE

e
for 5[]

3
el |
.3

.3

Ctrl+)

2. In the “Internet Properties”, please click “Content” tag and press

“Certificates” under “Certificates” Frame.
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(apapsm _ a I R )
| —f% |niﬁ|ﬁﬂﬁ“ﬁﬁ e |2 | EPE |
| FEESERR
g SRR AR A -
it
AR B B R G -
i
[ ERsLBG (| BBo ||| smEe |
BEhER
= ORERenTEELzEeE [ mEo |
A B mERbHaeEs -
EEFEERAN
= WERREGTALEE OB wew
FIEF * $EEEL! Internet Explorer B
U R -
e [ mE || =Rw ||
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3. Once pressed “Certificates”, all installed personal certificates will be
displayed in “Personal” tag. You can view the contents by selecting
either one. The screen below shows the Encipherment Certificate and
the Quallified Certificate.

52 T ==

1B R BEQ: | <EE- - |
A | Hi A | hESEEEE L | SEEOREEERE | BEERTE |

B EE F|EAR AR
R4 2017 efignClon... Demo [PSec C4 (303) 2020 s
IEWPI'I Clhient efigaTr... Macao FostelignToost Gov De... 24482019 v client esignt

B Weng Sam Lozia K. efignTmst Government Oualifi.. 1422020

@ Weng Sam Luzia K., Macao PostelignTmst Govern. .. 21/8/2018 Weng Sam Luzia
@ Weng Sam Luzia K. eligaTmst Government Certifi. . 1422020 Weng Sam Luzia
@ Weng fam Luzia K., Macao Post eBignTrost Govern... 13202015 Weng Sam Luzia

1 ] | b
| BAD. || BRE. || #BRE | R A
iR {EF B
<>
AR 0
LY i A P ()
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4. When you choose to view Encipherment Certificate, you can view
different content by clicking “General”, “Details” and “Certification
Path”.

(== -— - =

PHEEH | IBBRE |

g EmEA

ERESEERER BT
« FREEREAER]

BES- Weng Sam Luzia KUAN

RS elgnTmst Government Certification Luthority

(G03)
H¥WE 13 ¥ 07 B 14 2 2020
T EEERE-EHENLELR - |
(HRERHD |
FATHSE
| |
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5. In the “Details” of Encipherment Certificate, the “Subject” information
displays as following. The “Subject” information shows the
information regarding certificate authority of this certificate.

r% — - EE ™

SHEREH

;

AT <R v
R B .
EEREE shaZSERIA S
Bl sha56 =
Bk = eSignTrost Government Certific... -
| BEEIs 201782 H138 8:00:00 N

| Bz 2020%F 28145 7:53:50
I tarmyloan@esigntmst com, W
[EPNES R&4 (2043 Bits) -

E = tammyvkuan@esignbst.com

CH = Weng Sam Luzia KTAN

T =Adjunto Tecnico

SERIALNUMBEE = 0000005185

O =TNIT - nfa

0T =DEPTIORG - Direccan dos Servicos de Correins e
Telecomumnicacoes

01T = Termz of nse at waew esigntmst comiCES |
01T = Government Encipherment Certificate G035 &

[ REREE. | | ERsERC). |

| »

m

FA T REE B

"
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6.

In addition to “Subject”, you can see the content of “Key Usage”
For this certificate, the “Key Usage” is “Key

under “Details” tag.
Encipherment”.

Equipment Installation Guide For
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(== —_-— (e |
SEERE
N
AT <R v
s 1B +
@E-E?EEEIJ [11Certificate Policy:Policy Iden...
[ | R 56 45 2d 5c 64 ab 26 80 B2 26 .. i\
G| B (T R BT KeyvID=hti 37 Se c8 ec 42 13 45... N
Eﬁ:ﬁiﬂﬁﬁﬂ [1]1Authority Info Access; Aeces.. — N
'@ E / = Kew Encipherment (207 ‘ E [
[BlEEEE S shal
BlsEiss M fcffedocec3fedcd718. ~| | |
Kev Encipherment (200
!
[ ERERFERED... ] [?Eﬁﬂiﬂﬁﬁﬁiﬂﬂ_.]
|
|
. J
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7. Inthe “Certificate Path”, it shows the certificate path and status of this
Encipherment Certificate.

s R )
i | EEEE | BREE
| |
HRIED
@ esign Trust Foot Certification Authortyr (G023
N
L
WIREBW
BRANE R '
ARl o A FeTRE =
FATHREERE |
|
]
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8. The following screen displays the “General” and “Details” of a
Qualified Certificate.

(E= -— - [ |

—#z

P | ST |

g wEEN

iEEESEEEER BT -
+1361411510821332
- FRAERERER

BES- Weng Bam Luzia KTLN

Waa: EE%TM Grovermment Qualified Certificate CA

"HYHEHA 13 0 w17 4 w2020
T EEEBE—EHEAN TR - |

| waEEng |

AT RS
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“Subject” of Qualified Certificate
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r e - ™
== ==
SRS
| |
AT <R v
T B *
CEEEREA sha256 e
Dﬁﬁ% eSign Trost Croverument Qualifi. . | = | N
[EEps S 2017828135 8:00:00 |
| B 20208 2H14 5 7:53.59 N
Fi# taumarkua gzt oo, W N
[EEEES R34 (2048 Bits)
G| E AP Subject Type=End Entity, Path .. ~| | |
E = tammyvkuan@esignbst.com -~
CH = Weng Sam Luzia KTAN =
T =Adjunto Tecnico
SERIALNUMBEE =0000005185 E
O =FPROCTE - Ni4
Ol =TINIT - Hi4 &
0T =DEPTIORG - Direccan dos Servicos de Comeins e
Telecomumnicanoes
01T = Terms of nse at www esigntmst comd”EFS &
[ GEAEE.. | | EuERC. |
A TSR .
e
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“Key Usage” of Qualified Certificate

== —_— =)
SEEREHY
|
AT <R v
R i# *
@Iﬂﬁﬁ?ﬁ%ﬁﬂﬂfﬁ 40 d5c2 0 fd 70eD 14 bE LA T,
| EERIE RFCE22 Name=tammyknan @es... N
Eﬁ??ﬂﬁﬁi{ [1]4uthorits Info Acces: Acces... N
‘é‘*ﬁ-ﬁﬁ@ﬁﬁ 3053301906082b060105 .. — N
5 | We 551 Pl FIREREE (80) |= \
E B AE Digital Bignature, Non-Fepudiat...
shal - i
Drigital Bignatore, Non-Repudiation &0
!
[ GEEAEE. | EEsReEC). |
i
j
N
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9. After viewing your personal certificate, you also can view the
information of intermediate certificates by clicking “Intermediate
Certification Authorities”.

a2 —— O =X
1B R BEQ: | <EE- - |
EA | Hits | THESEEEEN SRS EEEEn | Semmwias |
B wEE -
_aJeSingmﬂ Corporate Cerification Authority (G303 exign Trnst Ru:ul-' |
_HJeSingmﬂ Corporate Qualified Certificate CA (G030 edignTmst Ko
_aJeSingrust CGrovernment Certification &uthority (@303 enign Tmst Fo
_aJeSingrust CGrovernment Cnalified Certificate CA (G303) enign Tzt B
_aJeSigiTmﬂ Perzonal Certification Luthoritr (303 enignTimst Bo
leBign Trust Personal Qualified Certificate CA {303) ebign Trst Bo
—pleRign Trust Registration Authority (03] edign Tzt Be;
1 |- 7\ i [ 3
/
TERRE) ERE L
]
A TBEEE RABAC)

L /

/
_HJM?ﬁST-PROD-Dnline-l-lD_F'erQCCA(GDE).SDQ.cer

—HJ MPEST-PROD-Online-1-11_GowCA(GD3).50%. cer

—HJ WMPEST-PROD-Online-1-12_PerCA(GD3).50% cer

= MPEST-PROD-Online-1-13_CorpQCCA(GO3).509.cer

—EJ MPEST-PROD-Online-1-14 CorpCA[(GD3).50%.cer

S MPEST-PROD-Online-1-15_SecureEmail CA{G03).509.cer
_ﬂJ MPEST-PROD-Online-1-16_RA(G03)-RECERTIFY.509.cer
= IMPEST-PROD-Online-1-9_GovQCCA(G03).509.cer
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In addition to view Intermediate Certificate, please click “Trusted Root
Certification Authorities” tag to view all installed Root Certificate.

r =)

= B e B

1B R BEQ: | <EE- - |

EA | Hits | pasEmEEn | BETOREREEEN | Semawas |
i e r
[5;] Entrust Root Certification Authority Entrost BootC
;| Entrust Root Certification Authority - G2 Entrust Root |
@Entrust.nﬂt Certification Anthorite (20433 Entruzt.net Cea
IilePKI Foot Certification Anthoritr ePEI Eoot Cex
ol Equifax Secure Certificate Authority Eqnifas Secu
= ust Foot Ce 1 Suthorty (303 emign Tmst Bo
@%Tmﬂ Flobal CA Feo Trost Flob o
ERP M ]

/

[ E]{ﬂ_:l... | [ BERE. |[ #BRR |

AR ()

[ MPEST-PROD-Offline-4096-1_RootCA(G03)-RECERTIFY.509.cer
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PART7

7. Contact Us

7.1) Enquiry and Support

Tel :(853) 2833 0338
Fax :(853) 8299 5515
Enquiry Emaill :enquiry@esigntrust.com

Customer Support Email :helpdesk@esigntrust.com

Business Hours :Monday to Thursday 9:00am - 7:00pm
Friday 9:00am - 6:00pm
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